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Abstract. Cyber-physical system design automation utilizingwledge based
engineering techniques with globally networked klealge bases can improve
the design process for emerging systems. Our gsaltoi develop a
comprehensive architectural framework to improve ttesign process for
cyber-physical systems (CPS) and implement a casdy stith Axiomatic
Design Solutions Inc. to develop next generatiorolsiets utilizing
knowledge-based engineering (KBE) systems adapteduttple domains in
the field of CPS design automation. The Cyber-physigstem Design
Automation Framework (CPSDAF) will be based on adeanin CPS design
theory based on current research and knowledgectedl from global sources
automatically via Semantic Web Services. A caselystutilizing science,
technology, engineering, and mathematics (STEMJesits is discussed.
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engineering, artificial intelligence.

1 I ntroduction

1.1  Project overview

Cyber-physical system design automation utilizingpwledge based engineering
techniques with globally networked knowledge basesimprove the design process
for emerging systems. Our goal is to develop a cehmnsive architectural
framework to improve the design process for cyldersical systems (CPS)
(Cyber-physical system virtual organization, 2028y. contribution to this goal is to
provide an overall structure to the case study ém@ntation employing Axiomatic
Design Solutions Inc. to develop next generatiatsits that utilize knowledge-based
engineering (KBE) systems which can adapt to meltomains in the field of CPS
design automation. The Cyber-physical System Ded\gitomation Framework
(CPSDAF) will be based on advances in CPS desigmrihbased on current research
and knowledge collected from global sources autma$t via Semantic Web
Services. The team plans to utilize university ueses and consultant services to
develop a KBE environment utilizing next generatioolsets developed specifically
for CPS design automation. The team proposes tiosfudevelop, implement, test, and
expand the Artificial Intelligence Design FramewdADF) for Optical Backplane
Engineering funded in part by a NASA Fellowshipifinag Grant (2004-2006). This
dissertation was later published as a book by VDallag in 2008 called Architecting
Automated Design Systems. In 2013, the team ptabegin expanding the AIDF and
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develop the next generation architectural framewiork CPS design automation
(CPSDAF) utilizing a research testbed, STEM stusle@PS portal, and case study
implementation. This research will provide guidamce KBE system development
suitable for multiple domains. CPS design autonmatiall be accomplished by
systematically incorporating advances in CPS detligory while developing next
generation design automation toolsets with AxiomBgsign, Inc. The CPSDAF will
improve on the AIDF by also providing KBE capalyilib address any type of CPS
system for advanced design automation with modadisgpted to the particular CPS
domain. Based on this approach, the team pland)teXpand the AIDF into a
comprehensive framework for CPS design automatiied the CPSDAF (2) utilize
university resources to build a validated and ietiiKBE system configured by the
CPSDAF for a particular CPS domain as proof of ep¢3) develop next generation
toolsets with Axiomatic Design Solutions, Inc. bdsmn the results of the CPSDAF
research and KBE testbed, and (4) educate nexraere CPS students via STEM
initiatives through CPS related university studeimapter development managed by
Society for Design and Process Society (SDPS) (wdpsnet.org). The independent
portal development online provides the opporturity three teams to work
collaboratively and in parallel. Portal website @gons have already been purchased
and are ready for development (a) www.cyberphysysiém.com, (b)
www.cyberphysicalsystem.net, and (c) www.cyberptsisiystem.org). The KBE
system will utilize advances in Semantic Web Seawito acquire knowledge and
apply advances made every day in the field of GRS®htinuously improve its design
automation capability for multiple domains in CRS.more disciplines are impacted,
more modules will be developed for these discigliaad STEM initiatives will be
formed to spearhead this development. A systemsneagng process model is
provided showing the architectural framework foatsa (Fig. 1).
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Fig. 1. Tufts’ systems engineering process model (see Betdle, 2002, p.13)
1.2 Intellectual merit overview

My team will advance research for CPS design theamg automation while
developing next generation toolsets with the caselys During the exploratory
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inception phase, the research team and studemts$gteansfer the experience gained
from working on the proof of concept to developRSIdesign automation framework
that can guide the implementation of multiple KBgstem-of-systems (SoS) that
assist in the design automation of CPS applicafiomarious domains with networked
KBE systems (Fig. 2). The designed CPS artifactt @ tested, verified, and
validated to meet industry specifications.
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Fig. 2. System-of-systems paradigm for artificial intediigce design support.
1.3 Broad impact overview

Any university and corporation intending to imprabeir design process will benefit
from the next generation tools developed for CPSigtleautomation with modular
expansion capability depending on domain. The KBEtesn will be capable of
detecting and collecting advances in CPS designciples and technology by
automatically securing knowledge from global sosraed experts that advance the
field on a daily basis. Axiomatic Design Solutiofisc. will improve on next
generation toolsets based on CPSDAF research aglwaB3 EM initiatives will be
managed in the CPS portal to develop student ciefttat network students together
across universities to collaborate in the CPS faid develop the modules for the
CPSDAF. Additional capability may be provided wishKBE system-of-systems
(SoS) application that can manage networked resiltKBE systems. Software
engineering of the KBE SoS can be improved withagxied modules utilizing
CPSDAF guidance. The CPSDAF will generate advaid®B SoS for CPS design
automation like the AIDF (Fig. 3).
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Architecture-driven software engineering
for KBE System-of-Systems (SoS)
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Fig. 3. Architecture-driven software engineering for KBESSo

1.4  AIDF expansion to CPSDAF

The Cyber-physical System Design Automation FramkwWfGPSDAF) will expand
on existing embedded system design theory, deved@gpgeneration toolsets for CPS
with Axiomatic Design Solutions, enable productaimovel KBE systems adapted to
CPS design automation in various domains by modidpansion, and establish SDPS
student chapters to manage CPS student collaboratioSTEM portals. These
modules will be developed by the students workimgeams and displayed in the
following portals already purchased for development (a)
www.cyberphysicalsystem.com, (b) www.cyberphysigstism.net, and (c)
www.cyberphysicalsystem.org. The CPSDAF builds loa éxperience gained from
the NASA Fellowship and years of incremental imgnment to the AIDF,
culminating to this grant proposal on CPS desigtoraation with student chapter
collaboration on CPS modules. Several student ehaptaive already been established
in various universities and will now start the QR8tal development phase.
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15 CPSDAF guides modular development of KBE systems in multiple CPS
domains

The current approach expands on the architectushdwork dissertation by
combining the university resources with Axiomatiedign Solutions to implement the
case study for CPS design automation in multiplmaias while developing next
generation toolsets and KBE system adapted to Q@8ugt engineering. This
proposal expands and implements the CPS versidheofirchitectural framework
(AIDF) for design automation utilizing modular, mdigurable, and scalable KBE
systems (Fig 4). Research detail is available & kbok Architecting Automated
Design Systems published in 2008 (Tanik, 2008) dhasethe dissertation delivered to
NASA (Marshall Space Flight Center) by U. John kani 2006 (Tanik, 2006). The
main objective of the dissertation was to producsomprehensive framework for
design automation by proposing the Artificial Itigggnce Design Framework (AIDF)
for optical backplane engineering case study. &inid its predecessor architectural
framework (AIDF), the CPSDAF provides a comprehesmsmodular, reconfigurable,
and scalable approach to develop networked knowlkdged engineering (KBE)
systems that support the automated design of qyngsical systems of all types in
multiple domains. The adapted KBE system for a @&8ain is expected to provide
guidance to CPS designers based on automated enigmeprinciples, artificial
intelligence recommendations, general design thexarse-based reasoning methods,
and other domain knowledge updated online fromalghdistributed sources.
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Fig. 4. Architecture-driven software engineering for KBESSo

1.6
risk

CPSfield driving need to manage emer gent system behavior and mitigate

Building a system faster, better, and cheaper ban the hallmark of engineering and
historically KBE systems were developed with treslgn mind. Now the challenge is
identifying the best CPS design theory and prirspind applying them uniformly
with next generation technology. Advances in emkedddystem and system of
systems (SoS) design are paving the way for the fi&Rto profoundly impact the
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economies of nations (CPS Steering Group, 2012¢sd@mew challenges require a
method to capitalize on advances while buildingstablished engineering principles
without losing sight of verification and validatiomeeds for new CPS designs.
Emergent behavior during design automation couldriiipated with proper design
automation techniques in place to mitigate riskisTiype of approach provides a
platform to structure the large-scale software eegiing development process for
assuring risk mitigation during automated reliapilengineering (Trevino, 2005).
Further compounding the issue of increasing andrdefpendent functional and
nonfunctional quality requirements is the stricttrietions imposed by CPS concerns,
such as timing concerns for component reliabildZ(Berkeley, 2013). An integrated
approach to multi-disciplinary system design witastv amount of knowledge is
needed providing reliable design guidance withroeéd design recommendations
with maximum automation to improve quality, savendj and money. Factors
impacting both the cyber and physical world simmd@usly are now paramount to
trustworthy CPS design automation (UC Berkeley, 30MWhile cyber-physical
systems present many new design challenges, elp€doia synchronously timed
systems that need to interoperate seamlessly. ifngg issue with a particular set of
interfacing components may cause serious casc@daiiems or even system failure
in CPS artifacts that rely on precise input/outmgulation. For instance, a unique
property of a CPS artifact is precise integratiequirements (Fallah, 2010). A critical
codependence is thus presented to the system dasigess at all layers and phases,
presenting unprecedented and challenging desigrecos (Rajkumar, 2012). Hence,
the design, construction, verification, and valiolatof cyber-physical systems pose a
multitude of technical challenges that must be es&ld by a cross-disciplinary
community of researchers, engineers, scientistsedacators. If many of these issues
can be addressed via system design automation, rpestlems can be more
effectively addressed during the design procesderdotions among the
multidisciplinary knowledge silos may generate @asing system functionality
requiring more attention to V&V concerns during teys integration. This process
must be both comprehensive and adaptable to egpknvironmental conditions,
fulfilling both end-user needs and the engineesipgcifications with special emphasis
on dependencies and processing speed for CPS dasipmation. There is a
recognized need for an overarching architectuné&work to achieve intellectual
control over CPS design automation concerns produei set of reconfigurable,
modular, and scalable KBE systems that can assittta design process for CPS
product engineering.
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Fig. 5. Design risk mitigation for reliability engineering

2 Al DF Research Foundation for CPSDAF

2.1 AIDF utilizing axiomatic design principlesfor KBE system development

The AIDF is an architectural framework to developea of modular, reconfigurable,
and scalable systems. We discuss aspects of th& ADa starting point for our
research expansion to develop the CPSDAF for KB&esy development for CPS
design automation. Knowledge-Based Engineeringspéaiey role in managing the
vital resource of knowledge in a means that islgasicessible to decision making
[13]. A centralized set of knowledge repositories stored within a database to supply
data access to the KBE system (Mylopoulos, 1996jilé\performing daily activities
any respective worker can access the data contawiddn these knowledge
repositories via the KBE system. Related to KBHjfisial Intelligence capability is
found in Inertial Navigation Systems (INS) (Shif0B) to speech recognition systems
(Gevarter, 1983). On a broad-based scale therseaeral research ideas for utilizing
Web Ontology Languages (OWL) to extend the benefitgurrent systems (Stoilos,
2010). The OWL makes it possible to conduct Ar#icintelligence in various
applications based on an Internet standard lewsgagemantic Web advances. Logic
for Artificial Intelligence traditionally carriests roots back to first order logic
(Djelloul, 2009). One particular example utilizidigst-order-logic can be seen in
axiomatic systems which provide a set of axiomsfhich a large set of axioms can
be combined in an effort to logically arrive atahems and corollaries, forming design
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theory (Hazewinkel, 2001). Axiomatic Design Solasdnc. utilizes axiomatic design
theory developed by MIT for product conceptual gesiith Acclaro Design for Six
Sigma (Axiomatic Design, 2013).

2.2 AIDF requirements managed with Acclar o toolset

The requirements elicitation process for the AlIDd&Swnanaged by the Acclaro Design
for Six Sigma (DFSS) tool by Axiomatic Design Saduis (30). Acclaro DFSS assists
in the requirements elicitation and managementgs®dor risk mitigation and design
parameter identification. Features utilized in thel to construct the architectural
framework for the AIDF include the design matrixdatependency structure matrix
functionality, in addition to the Quality Functi@eployment (QFD) and the Failure
Mode Effects Analysis (FMEA) functionality espetyaluseful for nonfunctional
requirements as well. Acclaro DFSS software impletm@ complete suite of DFSS
tools using an axiomatic framework to reduce dgwelent risk, cost and time, by
applying the axiomatic design process developadiat(Axiomatic Design, 2013).

2.3 AIDF configuring KBE system to acceler ate design automation

A core infrastructure has been proposed and comakptd to handle design of
complex systems based on an architectural framewdr& AIDF has been designed
in a manner to allow the incorporation of inputenfr a real time environment
connected to Web Services and networked knowledggedto be fed into the
reconfigured KBE system according CPS artifactgtesiomain. This is then utilized
to choose appropriate actions for adjusting therallvelesign of the system at key
trade-off decision points (Fig. 6) utilizing syn#ie and analysis techniques that
invoke any of 20 modules that contain knowledgé¢him form of design theory and
related reasoning algorithms acquired from globgbeet resources. Given the
continuous feedback from updated knowledge repiasgtothe KBE system is able to
automatically provide designers immediate feedbatkest CPS design tradeoffs.
The AIDF provides an overall architectural framekvevith guidelines to manage
axiomatic design theory and various applications agfificial intelligence by
developing a respective KBE system for design aatmm. One aspect relies on
knowledge gained from field experts, which is gatlde and stored into a
knowledge-base. An interface is provided within siystem to access this input from
distributed knowledge sources which supply datgpforcessing.
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Design process using KBE
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Fig. 6. KBE provides more design improvements over time.

3 CPSDAF based on AIDF to guide KBE implementation

The architectural framework will be designed to dienall types of CPS design
automation concerns when building KBE systems, faglthe tight integration and
emergent properties, as well as codependence otdh®utation, physical, and
network system layers. The Cyber Physical SystesigdeFramework (CPSDAF) is
based on the AIDF (Fig 1) comprised of (1) the Kiexlge Assimilation Engine
(KAE), (2) Knowledge Correlation Engine (KBE), af@8) Knowledge Justification
Engine (KJE). As an initial step, the KAE providesnechanism to assimilate global
knowledge into the KBE system with intelligent atgegathering relevant global
information that could impact the design processfiSemantic Web Services. Then,
the assimilated knowledge must be processed amelatad for design automation in
the KCE. This design automation is accomplishedrslysis and synthesis techniques
based on the Common Knowledge Acquisition and DeSigpport (CommonKADS)
standard (Schreiber, 2000). During KBE system aislgr synthesis, one or more
modules are activated to work together to solvesgh problem. These modules are
housed in the design engine block and Al enginekotd the AIDF. The NASA case
study for optical backplane engineering had 20 rfexlin total. A set of 11 design
modules are managed by the design engine blockaanther 9 Al modules are
managed by the Al engine block (Table 3). These ulesd were shown to be
reconfigurable and scalable. Finally, the KJE piesi a mechanism to output
desirable recommendations and their justificatiamslesign rationale.
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Fig. 8. AIDF architecture to be expanded with CPSDAF (Taariki Grimes, 2005).

Table 1. AIDF Design Automation Support Modules to be exgahdnd scaled in CPSDAF
(Tanik and Grimes, 2005).

# AIDF Modules M echanism provided
Provides an automated mechanism for hierarchical
Axiomatic Design Theory  |decomposition of FR and DP, provides 2 axioms, 11

(ADT) corollaries, and 23 theorems for the rules bagedto
in the Al Engine Block

M1D

Theory of Inventive Problem Provides an automated mechanism for invention,

M2D Solving (TRIZ) especially by searching the Semantic Web for
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appropriate DPs

. . . Providing an automated mechanism for going from FR
Hierarchical Multi-layer 9 going

M3D Design (MLH) to DP to .compongntg,.
calculation of reliability and cost
Quality function deplo memProvides an automated mechanism to ensure the
M4D (QFD)y pioy customer guidelines are included in the qualityhef
design
. . Provides an automated mechanism to determine
Design structure matrix
M5D component to component
(DSM) . h
interaction
Provides an automated mechanism to predict
M6D |Fault Tree Analysis (FTA) component failures, where the calculations are dase
heavily on quantitative Boolean operators
Provides an automated mechanism to estimate system
o . reliability, where
M7D ?;gg?mty Block Diagram the calculations are based heavily on various
engineering equations, such as MTTF (Mean
time to Failure)
. Provides an automated mechanism to associate
Failure mode and effects . ;
M8D . weights for each type of failure to assess fault
analysis (FMEA) L
qualitatively and trace root cause
Provides an automated mechanism to assess individua
. component risk on
M9D ;I’_Ic_e;r;?ology Risk Factor a cluster, mainly by associating any given
component with a multiplier that affects the
DSM
Provides an automated mechanism to assess level of
M10D Entropy (ETP) disorganization in system design during design
process
. Provides an automated mechanism to manipulate
Optical Backplane . - . i
M11D - : . domain-specific knowledge for inference, specifical
Engineering Domain (OPT) |. . . . .
in field of optical backplane engineering
Provides an automated mechanism for domain rule
M1A Domain Rule Support (DRS) support, in terms of executable rules used by the:
inference engine
M2A I(DFEEdS')(:ate Logic Support Provides an automated mechanism for logic support
Algorithmic Reasoning Provides an automated mechanism for miscellaneous
M3A . .
Support (ARS) algorithmic reasoning support
M4A Fuzzy Logic Support (FLS) Provides an automated mechanism for fuzzy logic
support
Neural Network Support Provides an automated mechanism for neural network
M5A
(NNS) support
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Genetic Algorithm Support  Provides an automated mechanism for genetic

MBA (GAS) algorithm support

Conant Transmission SupporProvides an automated mechanism for componerit

M7A (CTS) transmission support

Calibrated Bayesian SupportProvides an automated mechanism for calibrated

MBA (CBS) Bayesian support

Provides an automated mechanism for data mining

M9A Data Mining Support (DMS) support

Table 2. Component DSM example with five components.
Cl C2 C3 C4|C5

Cl1 X X
Cc2 X | X X X
C3 X X X
(o2 X X X
C5 X X X

Imteractimg Components Exampla
Represented by Design Structure Walrix (DSM)
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Fig. 9. Interacting component diagram that can be repreddnt DSM.

4  Case Study
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41 Next generation modules, standards, and tools developed by STEM
students and consulting services

The following features in the Acclaro toolset candnhanced or expanded to meet
CPS needs, e.g. Information architecture & systeshit@cture view, design matrix,
DSM, FMEA, FTA, TRIZ, PRA, and other risk mitigaticand V&V techniques.
These features will be further enhanced based wiresearch findings and theoretical
innovation, in terms of synergistic design prinegl methodologies, and industrial
best practices to meet the needs for convergingjdiadiplinary engineering domains
that require the tight conjoining of synchronougtware and hardware concerns
anticipated in cyber physical system design autmmal opics and standards found in
the Software Engineering Body of Knowledge (SWEBGIKY Project Management
Body of Knowledge (PMBOK), design processes suchEAE 12207, Rational
Unified Process (RUP), and agile development, wi#l considered in module
development. Automation of key industrial standawddi be provided such as
software requirements specifications (SRS) with EEB30, software design
descriptions (SDD) with IEEE 1016, and project ngeraent plan (PMP) according
to IEEE 1058. The Acclaro Design for Six Sigma (I3$ool will be improved and
many functions will be added to the tool that weillpport CPS design automation.
Knowledge engineering functions will be automatedthwconcept mapping
technology such as Cmaptools by the Institute ahblin Machine Cognition (IHMC).
Various architecture views are provided, such gdiegtion architecture, information
architecture, systems architecture and UML architec Automation of the detailed
design process of software and system engineeadngeecns will be accomplished by
applying artificial intelligence techniques to tbaified Modeling Language (UML)
and the Systems Engineering Language (SysML)mmédical case study is selected as
a CPS domain, then additional domain modules caadoed such as the Unified
Medical Language System (UMLS). An example CPS sasgy might be the design
automation of a clinical decision support systerlying on wireless technology
collecting information remotely from sensors on thenan body. The CPSDAF will
be the framework to develop a KBE system that caoraate the design process (Fig
10, 11) for such a CDSS with validation target ar@&g. 12). Sensors have become
essential components in medical systems (DmytrQR/2 Certain types of sensors
can transform physical measurements of ambienteestgre, heart rate, pulse, blood
pressure, perspiration, flow rate, and acceleratitm electrical signals that provide
inputs to cyber-physical systems (Norton, 1989).
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Overview of Comprehensive Validation Approach for
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4.2  Reporting on CPSportal sites

We plan to report results of activity using CPStalosites. Every semester, reporting
of results will meet Specific, Measureable, Att&iea Relevant, and Time-sensitive
(SMART) goals. The following

(1) Specific goal of collaboration will be achievetith a group of talented university
students who would like to learn and apply theillsko the design of a cyber-physical
system as a team project;

(2) Measurable goal of module research is achigttdconcept mapping technology
(http://cmap.ihmc.us/) and standard project managetechniques using the Rational
Unified Process (RUP);

(3) Attainable goal of intellectual empowermenadhieved by mentoring through the
CPS portals;

(4) Relevant goal of increasing diverse computinghBment achieved since they are
in line with the U.S. agenda emphasizing the imgpurée of teaching computing in
STEM development;

(5) Time-sensitive goal of semester completion éhieved by meeting specific
benchmarks as provided by the RUP and agile apprfmxadesign automation with
university and K-12 students.

The SMART objectives of teamwork collaboration, nalad research, intellectual
empowerment, increasing diverse enrollment, andestan completion are achieved,
respectively, with the objectives of:

(1) building cross-disciplinary awareness amongestds,

(2) engaging STEM students in highschools with egpdial projects accessible
online, (3) involving SDPS for long-term support,

(4) involving under-represented students in CP{viies, and

(5) teaching students system specification accgrttirprevailing industry standards.

Table 3. CPS Portal development displaying results of rebegpanning four years.

Portal Year 1 Year 2 Year 3 |Year 4
Cyber physicalsystem.com Production of next
Pls directing consulting services witiWeb 1.0/Web 2.0/Web 3.0 generation toolsets for
Axiomatic Design site site site CPS design automation
Solutions Inc. and management
Cyberphysicalsystem.org Design Theory and
Pls with directing UAB graduate_ and\/\_/eb 1.0 Web 2.0 Web 3.0 CPS Automation
undergraduate students work with |site . . Research
. site site
K-12 mentoring management
. CPS Design

Cybei_'phygcalsystem.net Web 1.0 Web 2.0 Web 3.0/automation
Pls directing case study . . .
. ; site site site testbed output
implementation of KBE SoS

management
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